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Agenda Item:
5.8
1 Decision/action requested 
This contribution proposes to add reference TR33.867 and clean up 
2 References
[1]


3GPP TR 33.839 Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC

3 Rational
References TR 33.867, RFC 7858 and RFC 8310 are added and some clean up.
4 Detailed proposal
*************** Start of 1st Change ****************
1
Scope

The present document studies the security enhancements on the support for Edge Computing in the 5G Core network define in TR 23.748 [3], and application architecture for enabling Edge Applications defined in TR 23.758 [4] and TS 23.558 [2]. 

Potential security requirements are provided and possible security enhancements to 5GS and edge application architecture are proposed that meet these security requirements.

NOTE: The user consent for exposure of information to Edge Applications is not addressed in the present document, it will be discussed in TR 33.867 [yy].
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.558: "Architecture for enabling Edge Applications."

[3]
3GPP TR 23.748: "Study on enhancement of support for Edge Computing in the 5G Core network (5GC)".
[4]
3GPP TR 23.758: "Study on application architecture for enabling Edge Applications".
[5]
3GPP TS 23.502: "Procedure for the 5G System; Stage 2".

[6]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[7]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[9]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".

[10]
3GPP TS 33.501: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".

[11]
3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[12]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[13]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[yy]
3GPP TR33.867: " Study on user consent for 3GPP services".
[x]
RFC 7858: "Specification for DNS over Transport Layer Security (TLS)".
[y]
RFC 8310: "Usage Profiles for DNS over TLS and DNS over DTLS".
*************** End of 2nd Change ****************
*************** Start of 3rd Change ****************
6.1
Solution #1: DNS request protection

6.1.1
Introduction

The key issue #9 is proposed to protect the DNS request modification attack. In edge computing environment, DNS request is needed to query the Edge Server's address. If the DNS destination address is modified by the attacker, then wrong Edge Server address may be allocated. This attack may make UE connected to a far Edge server and ruin the advantage of the MEC, even worse, the false DNS server may lead UE to connect to a compromised Edge Server.

TS 33.501 [7] has an informative annex P.2 on the security aspects on DNS for 5G, and it is proposed to reuse the enhanced DNS on MEC system.   
6.1.2
Solution details

DNS server should support DNS over (D)TLS, as specified in RFC 7858[x] and RFC 8310[y]. The DNS server(s) that are deployed within the 3GPP network can enforce the use of DNS over (D)TLS. The UE can be pre-configured with the DNS server security information (out-of-band configurations specified in the IETF RFCs like, credentials to authenticate the DNS server, supported security mechanisms, port number, etc.), or the core network can configure the DNS server security information to the UE. When DNS over (D)TLS is used, a TLS cipher suite that supports integrity protection needs to be negotiated.
*************** End of 3rd Change ****************
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